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What IoT connectivity really means

IoT connectivity is simply how a device sends 
and receives data.

	þ It does not automatically mean Wi-Fi.
	þ It does not allways mean the public internet.
	þ It does not allways mean a cloud dashboard.

It simply describes the path data takes from a 
device to a system - and back again.
The difference with consumer technology is 
longevity. Many IoT devices are installed for 10 
to 15 years. They operate unattended. Nobody 
is standing next to them to fix a connection 
problem.
That means connectivity decisions are long-
term commitments.

IoT connectivity is different  
from traditional IT

IT systems are built around people. They assu-
me regular interaction, frequent updates and 
relatively short replacement cycles.
IoT systems are different. They are designed 
to operate unattended, often for ten years or 
more. Devices may receive updates infrequent-
ly and are expected to function autonomously, 
sometimes in locations that are difficult to 
access.
This fundamental difference changes how  
connectivity, security and management must 
be designed.

A plain guide to  
SIMs, eSIM and IoT connectivity
When people talk about IoT, they often say: “It’s just devices connected to 
the internet.” That sounds simple. In reality, it isn’t. Behind every connected 
device sits a carefully designed system of networks, identities, standards and 
management tools. These hidden layers determine whether an IoT project 
grows smoothly — or becomes complex, fragile and expensive.

This guide explains IoT connectivity in clear, practical language.  
No telecom background required.
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Cellular networks: the backbone of global IoT
Most large-scale IoT deployments rely on cellular 
networks.
Why? Because cellular offers global coverage, 
mobility and carrier-grade reliability. In IoT, 
speed is rarely the priority. Stability is.

Common cellular technologies used in IoT inclu-
de:

	þ 2G (GSM) for simple, low-data devices
	þ 4G/LTE for higher data needs
	þ LTE-M for mobile, battery-efficient IoT
	þ NB-IoT for static, low-power devices

Newer is not always better. The right choice 
depends on how much data is sent, whether the 
device moves, how long the battery must last, 
and where the device operates.

The SIM card:  
identity first, connectivity second
Many people think a SIM card “provides a con-
nection.” 
In reality, a SIM is an identity module. Its primary 
role is to prove to the mobile network who the 
device is and what it is allowed to do.

Without a SIM (or SIM-like identity), a cellular 
network simply will not communicate with a 
device.

Some key SIM identifiers explained simply:

	þ IMSI – the device’s network identity
	þ ICCID – the SIM’s serial number
	þ MSISDN – phone number (often irrelevant in IoT)

Think of a SIM as a passport. It proves identity. 
It is not the network itself.

Roaming and permanent roaming
Roaming happens when a device uses a mobi-
le network that belongs to a different operator 
than its “home” provider. For global IoT, roaming 
is normal and necessary. In consumer mobile 
services, roaming is temporary. In IoT, roaming is 

often permanent. A device may spend its entire 
lifetime on a foreign network.
This works technically — but introduces consi-
derations around regulation, cost stability, and 
network performance. Permanent roaming must 
be designed carefully.

eSIM and eUICC:  
making connectivity programmable
A traditional SIM is removable and tied to one 
operator at deployment. An eSIM is embedded 
inside the device and can be reprogrammed 
remotely. This is enabled by eUICC technology, 
which allows multiple operator profiles and remote 
provisioning.
In simple terms: eUICC turns the SIM into soft-
ware-driven identity.
For IoT, that flexibility can reduce operational 
risk and improve lifecycle management.

Consumer eSIM vs IoT eSIM
Not all eSIMs are the same.

Consumer eSIM  IoT eSIM

Smartphone-focused Designed for unattended 
devices

User setup (QR codes) Centrally managed

Short lifecycle 10–15 year lifecycle

Interactive Autonomous
 
Confusing these two models leads to serious  
architectural mistakes.

What is the GSMA and why it matters
The GSMA is the global organization that defines 
standards for mobile networks and eSIM techno-
logy.

Without GSMA standards:

	þ Global roaming would not function smoothly
	þ eSIM would not be interoperable
	þ IoT connectivity would fragment across regions

Standards are the invisible infrastructure behind 
global IoT.
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Understanding SGP specifications

Most organizations today rely on SGP.02, 
design with flexibility in mind, and monitor the 
development of SGP.32 without depending on 
it prematurely.

Connectivity Management Platforms (CMP)

As device fleets grow, manual management  
becomes impossible.
A Connectivity Management Platform (CMP) 
allows organizations to activate SIMs, monitor 
usage, manage lifecycle states, apply policies 
and detect unusual behaviour.

Without a CMP, teams often fall back on 
spreadsheets. That works briefly and then fails 
at scale. CMPs provide visibility and control.

Security in IoT connectivity

IoT security is more than encryption. Network 
design plays a crucial role. Private APNs, traffic 
isolation and controlled routing reduce ex-
posure to the public internet.

The core principle is simple: limit the blast ra-
dius. If something fails, only a small part of the 
system should be affected. Good connectivity 
architecture contains risk by design.
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Why connectivity decisions matter more 
than they appear

Connectivity choices influence:

	� Security posture
	� Regulatory compliance
	� Long-term flexibility
	� Operational complexity
	� Migration options
	� Total cost over time

A decision that looks small (such as choosing 
a SIM model) can shape an architecture for a 
decade. Experienced IoT teams treat connecti-
vity as a strategic design decision, not a procu-
rement checkbox.


